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THE Al COMPANY “We Build Knowledge”

ARTIFICIAL INTELLIGENCE CYBER SECURITY
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Passionate people

Our dream
Team

ASC27 2022

30 PEOPLE TEAM

Offices in Rome, Milan, Bologna, and Chieti
AVG HeadCount growth +10%/month
Multiple Award winnings

Entitled supplier of many large enterprises A,,ba Network /\\
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YEARS EXPERIENCE DEVELOPERS ARTIFICIAL INTELLIGENCE
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We develop WITH them
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Awarded by
WORLD ARTIFICIAL
INTELLIGENCE
CONFERENCE 2021
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THE 1ST
EUROPEAN ONLINE FORUM

~  European Al Startup Pitch
Competition WAIC Award

Best Startup Pitch Winner

Best Startup
Pitch WINNER
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https://www.youtube.com/watch?v=wZTEHaloRS8
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Product Portfolio
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ARTIFICIAL
INTELLIGENCE

CYBER
SECURITY
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HOMEBREWED SKILLS

We don’t RENT Al,
We DO Al for our
customers.

<

Customization and vertical developing capacity
from ground up. We can arrange our Cognitive
pipeline bricks to satisfy our customer’s needs.
Al Engineering and software skills in a single
Company. From Embedded systems to the
Cloud and beyond.
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> SOLUTION
> PROBLEM
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INSPECTOR

Al BlackBoXx

INFSHHEERRMIR

Al POWERED €B

Security also in external devices: from device the firmware is extracted and
analyzed, identifying backdoors and security issues.
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INSPECTOR

©

Al BlackBox

03.

o01. Firmware 02. Binary
Extraction Inspection
- Device based - Binary Analytics
- 0OTA Update based - Backdoor Database
- Repository Based - Vulnerability Database 04.
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Device

The software analyzes and is
able to read any device
inside any circuit
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HOW IT WORKS?
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Binary Firmware
Extraction

The software extracts the
binary code of the firmware

>

Al BlackBox 1
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§ Asc2z | THE DETAILS

> Information
Extrapolation

Extract and display information about the specified
firmware:

ASC27

Disassembled/decompiled individual function code
navigable and displayed in blocks.

Various information from the binary (text,
constants, etc).

Possibility to analyze the firmware directly from
our platform.

2022

Al BlackBox
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p Analysis

Deep neural network-based behavioral analysis:

e C(Creation of ad-hoc models and heuristics for the discovery
of abnormal and undocumented behaviors in the specified
firmware.

e C(Creation of a functionality profile and detection of possible
deviation from the expected behavior.

e Alarming and analysis system for the detections mentioned
above.
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[
N DEPTH DESCRIPTIQN OF THE FEATURE
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> Deep Neural
Network

Deep neural network analysis for backdoor detection with
automatic alarm:;

e C(Creation of ad-hoc models for backdoor detection in the
specified firmware.

e Pre-existing backdoors.

Firmware compromised in transit (update).

e Firmware compromised during use (modified by
exploitation of a device vulnerability).

ASC27 2022
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Lifting Engine
Procedure
Extraction x86

>

adr 6, stack_end
mov 3f
bic

Binary Info
Extraction

VEXIR |
te = GET:I32(16)
= Ox8:I32
= Sub32(t0,tl)
PUT(16) = t3
PUT(68) = 0x59FC8:I32

_ ) Binary Page Procedure Page
Analysis Engine : : :
(info + procedures list) (info + xrefs + report)
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Procedure

Extracti
il Lifting Engine

Binary Info
Extraction

Analysis Engine Front End

= Heuristics (info E m?orgel::ii?:s list)
/ Classifier \\ Engine P
\
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Ej/ N
Profiles Profiler
DB I\

Procedure Page

17 (info + xrefs + report)
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Architecture Overview (Information Extraction)

Architecture Independent Analysis

Overall Data Analysed

Architectures Scalability

Features Scalability

ASC27
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Maintenance Effort

Al BlackBox
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ALL IN ONE

QO FIRMWARE
@ MODULE
@ ANOMALY
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Analysis Report

HW-133853

O3F KK-3323  YOS0800

INFORMATION | Ganeraifirnware information.

1 monipulote ond exfiltrate emails.
1d which con work independently of
does not need a full-intemet

to send external emails.

with, for exomple, o highly filtered
| oddress is disobled, they can still
ddress. This email would be hidden

oD S e
o the incoming network traffic.
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Analysis Report

y ROM ARTIFICIAL INTELLIGENCE

13 March 2022 }

Modu

E FROM ARTIFICIAL INTELLIGENCE

Al POWERED &

HAR COMPONENT
HW-13385a

SERIAL NUMBER VERSION

O3F KK-3323  vososooss

INFORMATION I General firmware information.

. HW-133850_03.06.0085.bin . armb4-v8a

SUMMARY FILETYPES ‘ Dominant Filetypes found.

kernel 34 configuration o

ANOMALIES | Anomalies detected by the system.

SCORE ISSUE MODULE

|

le Analysis

BACKDOOR

o

manipulate and exfiltrate emails.
d which can work independently of
Joes not need a full-internet

to send external emails.

with, for example, a highly filtered
address is disabled, they can still
idress. This email would be hidden
eted by the backdoor. Thus, this
the incoming network traffic.
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THANK YOU

&

ceo Nicola Grandis X nicola@asc27.com

Al BlackBoXx
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